Further Results and Considerations on Side Channel
Attacks on RSA

Viastimil Klima' and Tomas Rosa'*?

' ICZ, Prague, Czech Republic
2 Dept. of Computer Science and Eng., FEE, Czech Technical University in Prague
{vliastimil.klima, tomas.rosa}@i.cz

3UHVHOMG DAMH Z RINWKRS &+ ( 6
SXIXVIN 5 HEZ RRG 6KRUHV
&DORWGQD 863




0 DQ 7RSIEV

$ CRWHUSRWE®GI MGH FKDQUHCDMIEN RQ
565(6 2%(3

) DX®WGH FKDQCHODMIFNV RQ56$ . (0

1 RM RQ WH FROYHWMRQ IULRP. SDIOM W
RUHQMG DAMZANV 2 \MJ CDMUH RUHOMG
ROHV




61GH &KDQOHY

' HIQWRQ 6lGH &KDQOHO 6&

. SQOXQEMIDEGI ZD  Z KIEK D RY S\WRJ UDSKIE
PR@((BH—[H(IIQJI—N\RDHIQRLPDMRQZWBN

CHIKERKRRG

7P 1Q)

3RZ HU

( BPARP DI QHWF

) DXOV W

. GSWJ WDSKIE




61GH &KDQOHY

SCDOMY Rl WH MIGH FKDQQHO

~$ SIRIHWR H WDPAY D XVH XAQ RP DARQ [LRP
\WH SDUNEXQUMGH FKDQQHO

$SWHUHN EDVHG RQ WH MGH FKPQHO
% SIRFHWR XMQJ DQ DCDOMY R WH SDUWEXOU

MGH FKDQQHODI DIQWAD J LYHQ FUY SWRJ UDSKIE
P RGX®




3$57 ,

S QRWHUSRWE®! MGH F<DQCHODAERN RQ
56$(6 2$(3




3DWDO Q RUP DWRQ 2 LDF®

" HIQWRQ 3DWO QRP DARO2 UDHBI 3,2 LIV
DEOAN ER IXCPMROR WH ASKHIM WF F /
& VXHK WDW

.32 &® ,P 3,2
 IRUDAMBDWRCH EMP | Rl WH 565 SQIQM WP
P FBPRGQ ZHKDYH
+P_32F +P,

IQRP DARQIURP 3,2 JDICHSIQWIVZ D P X\WAEH

QRO CHITIE®! + IV IQGXFHGE\ D CROCHIQIE®
DGYDORIH DGY




KR®! , Q RUP DARQ 2 LDFG

' HIQWRQ : KRBI, QRWP DWRO 2 LDFD

- .2 VDNRZQDORWMP EDVHGRQDQ
DFAHW AR WH SDIWEX@U3, 2, VWEINHV DV
DO ICBXVWMH YDOH R ASKHYM WWF DQG W
ULV WH YDOH R WH Z KRBI SDIOM W
> P FSPRGO

 2,, &® 0 F® P FPRGQ




2 ([ DM

+DYIQ) DQ DFFHW R WH SDUAEX@U3, 2 W
[\ SRME®I VR EXIQB XS WH: 2

. IYHOWH ASKHWM WF @ 2 UYLV \WH

UHVSROAQ] SOIOM WP 10O WH UDOERP
SROCRP IDOANP H

. TKHSURRI R : ,2 H MMOHH IV EDVHG RO WH
WHRUHP R 7KHG6H-XUW R, QAYIGXDCH 65
W> @




3,2 +XOMY 3UREGP

- KHUIH DQG KRZ \R 11QG DQ DSSURSUDM
3,2
2 QFHZHDWHKDVIQ) RQH Z H DUH DOR KDYIQJ D

FKDQORH VR GHYHBS DQ H | HHQNFKRVHQ
ASKHYM WDMIFN RQ WH Z KR®I 56$ \FKHP H




3,2 + ([ DP SBV

3PN

5DV WH DWW QUIEDQAEMR WH
SOIOM WLH P

ool

6D\ VZ KHWHUWH SOIOM WP LV GMW RUKLIKHU
WHQRCHKDDR WH P RGXGVQ

. 1RM $ 3,2 o DQUGD3,2 oy DUH SROQRP DO
HTXLYDBQN> @




3,2 + ([ DP SBV

3’206%\»\71
, QAEDMV Z KHMHUWH P RWAI QLIEDQAE) WM
/] HIR RUCRW

 8\HG O WH 0 DQIHIY DMIFN RQWH 56$( 6
2%(3> @

3’23. &6

Y B

QAW Z KHWHUWH SDIOM W /8. &6

Y B
, MG

QA RWP Q)3 RUCRW

O WH YPIEKHCE

DFKHUY DABRN RQ WH

56%(63.&6 Y B > @




3,2 YOG FO D 3RZ U
BICH &Y EOOD)

I DW/R P DWW P P IO Z -l vy DU AR =Y F el SECRE AU
0 £

ICOFUFSHIDWEOQ IO W S565( 6 25( 3 VAR FI LU GENC) Vil /1 D

- N A

SHZ FUMCH RO Hr DR S, 2,



(



SR S /\/ r() ),

Jfb
[ PV VLSRG VR DS, 2
[HE P @ P>
[ PV GO Z F /ﬁ\/rl 0%) 6+%  CRUWMWMED
* - @ P> @

S~

[O—

P> @ P> P
>

- Pr@ P>@ P>E) CESH
O e )
SCLEJIEL) TOR | HUP {IEC I I I

0 LI DW/AR SWi0)

, )W 3,2 ZrlJrWNIEGY H R P IO Z LYY
Z .

, : 7 /
o202 2

T



SFOMIND 3,2, W D32 o
. OLIOICFD
FWHOF O PRPRGO /W FPPRPEGOLCGP H°PRGO
| OF P WirOP P
) OE P Vil P P \2 I
R FEFLDVET DT CRC R D W EWGFIWNEY RCH EVY
. 20000 IR Fd -l
) OE P WilFO-: LG+ A DU UrOwyS A7 DL
) OE P i) \idFl SURELEIY H D ULCERP A FCUU-OWMEOWIS

I Rl &7
) WP YHHZ F D FWYE P



QIJ‘\(\J_(J_,\_, {/;U 3, :. ok r \./J { _)

_.UI_



SN YACICH 2 [P 3,7

. 3,2 0 vrrP VR EFT RO R dlRyE ERVAHLLEEN
VAANEE] FUEAGIO) 5 O FIIEIEON 2

. oo VAPV 50D 1O LUEC) DO UV P
Fl > S @) \VFran 5 LOGERKCH & 3 6WRCOFD
EEEANY BURH Y TEUSES LGS LEIO WYY - FRALLCH &0 Sy
9r0O 1R SS Tz ‘
7Y CORNP I EDVG RO D EICEL YEOACH iy OT 4 R DU
FRUFFWG WY D P DI GRRVIED)
SNHDALR 2 | O CGY FULFG| FLO/ Z KL
.1 O W O F COS6S P RGOV
Lo/ WV Vi FLEFE] OO H 1O - (VE SUFCIEWED)
SFVNELFFRICT) FRP SE[IW Y2 | O LGY
" ERNCOINHTAUH | A URUEFS] CRRRMY

-

b
(@)



(0
c ‘r) J

0°

5

)

A\

SNVES

l\‘/ r

./ ML



arC 1P DWiO) 2 UILFE] &2

)r&Url' ML FEF 1t \JJVJJ—I YADR rr(l_'P \/

Z - JU \Gr)r\CJ C,
L) H
=H LR

FLI SWEC) VP H vidH

GO EF JFCHIILA) (.
P rAJRCAILO R Z

GlF

FC L/I\r() Wisvin G P D
/ﬁ\/rl JO g (/ r&rU

1 LH DU DY -0 £O)

CRONYITCIC | FUP W) LER A\/\ -] SULY

' RSFOOV RO Z YDMICS H LRI T

56% &2 PO\ UFCLO
D] N\
GEOD

CrivFUSWEO) CERAULR



([LP <Gl YA LY

()= CMNZ TN Wt 370 Vit IMNENN =L V'r)_)JL_KF\JJVJF[S ' O

I/

G J'—' L@l AR FRP SAAm! wlFl Z 7+ ©l = l__(r\JJVJJ NN
S WY '(ru \JJ‘/ |‘\/\_/\J CFRNCFFEVVEL] VR DY HI 2O CRF- J\/\/
V2 Wil Z YRGB URNON ] T DAY FRP J/Q\JLVL\Ji\_'rriQ

+ D] E,Q CFFFVY \m{ L0 QL &7 J FCRAY

56% &2 vrrP VAR EF DO R FRWH JFCELLG) DWEQ FVEP F e[ I

WZ oLy 7 r(r\/ \J &rJ\J\/ rrJYr(”CJ'rQ/ [yl \JJ\/JI_J DY <P SWEC)
WML DVSRNFUFRAG FEVELH Vil 7 R @\\/BX\/\ﬁJ LOS6%
FFP SARWEC) LH rva@\w‘G SOOI [ WUV COV U
Yo=Y LU ':JI_JCJ‘<_|') 1@) J'—JYJ—r )P U Qi ) G i
2 SWELC) DOV CE/PWEC) BV LR
or_J rL ol\n FEF DR LCG 5FWSCERLEO) 2 SWELC) DO /R0
PYVEFNY KR RO &k (6



0 FCUIEG 3R] -+ LO SO RGP

VI Z HONCFZ g CORMP FLOLOR EH P RCUEG
Wi ] r&rU FC‘ VY i FF) 56% &7
0/SSRvr I F] Z DOM 2] VI PR S ] el
SWyDuyl F[ SFCFOING TP WdFDWISEW U I Off AR
WwilDWJ J5 P RG Q”

6,/ S35 WDWCC) DV UFN-ULN LEGVE R Wl F 2O |
P O O P REONY O ICEEIO) Z FENTOANC RV F

F W2 DN CRNCFFFEMYELL VR NCRZ it (RG]
FUF Jr\u + DIC) COLFFRWAR LOS6S &2 IV
VA NEECON =1



Q1
N
\SF:

VRO FROMH DY O (0
0 & PHALIH | & MFEF

(0

1

0.

\/
D
St

Yol) UHALY F
D56% . (0
EOFG+ 3. (
Wit GREL SWEC)

=’ Dvr]

FEL SV ( (CFUSW [ O
2 WP P RWIELC)NF)



n

WAGIC) 56% &2 FO56% . (0

f) |r (\a
SUFSH ,vﬁ_rj\/

A SURSFUNAN F \idFl Z VRG] ELG
VEWED L] 3 (

. (EN CRAOWDUNY RN TRUVEF 565 ST YW U

7V I FEAEANG JREG SUSHFLIY DICIOMEES FRZ FIEUMCGR
[P STV MDA U] 585 SOOI W2 IOE J/x\jJ_JJJJ'XU_)

WP P PWIELCERFL SWEC)
o) AU UL gD WY FROWG CESTEG FOM P P RWIEL) CRFU SWG
P PR FP = O FECIILR NV AU APV U
, B/PPLU o FDAP LNV WHSES . (0 VWRCIFUIO)
ru LDV \JJ‘L\_/\/\_I') ChFN IR ORI LE®INR D DO
YAV SNY,




O HICIWEC)




6/ P LU

565(6 253 FLOEH DWIRN G Z VO +LP P IC) ZEDKWY L COLD
SUFHARG BN U2 CO DGR U
:p@\/uvb\/ OV 2 (3 CRRRCICH WG BEF URVMASCOMNE D MCH R ECORD)
(S H

56% . (0 YoV vl SUREGP V Z il TEAOOBRNY/
\/\ G ELG R D SUWYDhyl -y CLUFEU
, Qg LY B S Dyl AL P AMNER FOVAU-G BCG il FRP S ABWEC) P AME
FYANFG T FUIDAY

AREIRTABYAYS FFJ rl VLGS YD E}/JI_V_, Uy DV FRO EF FEVO
FROMUN G R P S ] VI CO B3V, 19, JJvLQ F SOOI ] VY

Orgfr LY Pl ﬁ\'/| ol i R CRNER] DVLIE v G T FUD VL CD/,( A LCG DR
r '_'/_,\,J r J/< EFVHY DMNGYH VER H WP rJ = WY Y EEV R UG SR M0
DVWUFN T2 SEFY



TYECN <R



