6 HEXH ( GSVIF & XUYH
P S®IP HOMDIRQV $0
$ QDO VLV Rl 5 HVIVWDOQFH VR
3RZ HUSWIDFNV IO D' 63
3 LIRFHVVRU

Catherine H. Gebotys?!, Robert J. Gebotys?
Department of Electrical and Computer
Engineering,

University of Waterlool, Wilfrid Laurier
University?, Waterloo, Ontario Canada

FJHERW\# RSP DOYOL XZ DVMMURR FD




2 XVOOH

. Motivation

. Previous Research

. Methodology and ISI index
Experimental Results

, Conclusions




0 RVIYDVRQ

~ Wireless Communications

Highly Cost Sensitive
_ow Energy Dissipation
High Security (data, audio, video)

. Secure against Power-Attacks
Security At all layers
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. Power / EM / Timing Attacks
SPA, DPA, [Kocher 96,99]

SW-DPA [Clavier& 00], IPA [Fahn& 99],
n"DPA [Messerges 00],...

. DPA extension for ECC [Coron 99]
. DSP processors [Dusse 90][Itoh 99]
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. Methodology for Design of Secure
Embedded Processors

Secure against power-attacks
Energy efficient
Throughput constraints




0 HVKRGR®RJ\

. Point Doubling, Adding
Timing and Power Traces identical

through adding redundant
operations

. Point Multiplication

Timing and Power Traces identical
through looping and switching
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. Elliptic Curve Cryptography
Weilerstrass (projective coordinates)
Jacobi form of curve
192-bit prime fields

. DSP processor core at 1:00MHz
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Unified Program/Data Memory

Program Address Data ALU

Generator ) :
Sequencer : . Reqgister File
k Register File J

POWERFUL
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Point:
Double
Sum

Fleld:

Multiplication
Squaring
Addition




DOUBLE
bl=y"2
el=z"2
b2=Dbl* bl
b =b2<<3
_Z22=y2* X2
z31=y*z
e2=x-€el
e3=x+el
e=e2*e3
z12 = z31<<1
cl= e<1
c=cl+e
fl= bl<<2
a= fl*x
f3= a<<l1
dl=c*c
x12 =d1-f3
y3l=a-x3
y32=y3l*c
yl2=y32-Db

SUM 1
z22s=272"2
z1s=2z1"2
Z2C = 22s* 72
__al=y2<<3
f=2z1s* x2
g=2z2s* x1
__th=x1-z1s
____ga=x1+zls
zlc = z1s* 71
__om=g<<l
__ga=zlcs<l1
th=f+g
_al=z2s<<?2
ga=2z1* z2
___la=ga<<1

| =yl* z2c
___al=i-la

SUM 2
hs=h"2
om=j "2

al =th* hs
__th=y2<<3
la=h* hs
th=la*i
x3=o0m - al
___be=al + om
z3=0ga* h
___al=hs<<1
_ be=z3<<1
____om=bet+z3
__ga=hs<<2
la=hs* g
_a=las<l
___be=om*om
om =la—x3
____ga=om-al
al =om™* |
y3=al -th
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(xa(t) - %(t) <
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Incorporates Variance into Difference of Means
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. Security against Power-Attack

|S| Metric for software

development

. ISl : Variances plus Difference of
Means

Timing Shifts , Parallelism
Complex Processor Cores




