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I\/I ()t|va’[|()n ~« . Embedded cryptographicsystem in reconfigurable
_ hardware - system in-aprogrammable chip
(SOPC) solution

' | Offermg .« Higher security
PR aRs R SRS e |- ower price
Adaptability

Missing cryptographic primitivein programmable
logic applications - True Random:Number
Generator-(TRNG)




Proolern

Solution

Jitier pararneters
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Fleld Programmable Logic Davice (FPLD) - suitable
ezpecially for pzeudo-random nurnber generators
(logic circuitry), uzually the sgurce of randomnessis
missing

Analog part of recent FPLD -
the clock synthesis - intraduc
jitter

(\

\ PLL uzed usually for
very amall randaom

ts
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FITEES Voltage-Controlled
Comparator .
Oscillator
Input
Clock _ m
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-m Circuitry N o

PN AMELErs . Analgg PLL with high multiplication and division
factors (up to 1560)
Uszed for nign-speed clock generation (typically up
to 200 M lz)
Instaoility reduced 1o a minimurm - clock jitter
1-gsigmavalue ~ 15 0s (very good for 2 clock
synthesis, less good for 2a TRNG implementation)
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Principle
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CLK

T

.
PLL cL) T D AN Terk) x(nTo)

Q Decimator
L | (Kop)
CLK

Summation madulo 2 of the synthesized clock
agnal (CLJ) zampled in thefixed clock intervals
(CLK) during the pericd T,

It oLy = Forg K /g

and ¥, and ¥, arerelative primes
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K =9

=7

|I:CLJ < FCLr<

Nota
Condition for the

Jitter cetection
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APV

DT = 2MAX(DTin) i

S |

Critical samples

Sampling of the signal CLJ in iy discrete pesitions
(Dhases)

Viie> T /41 =Te 141,
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CLK

’ I —————————————
CLJ
PLL D —

Xxor(NTcLk)

: ix(nT ) —
- (Kp) : .

E
T

______________

) r A s ey , b b - .
AOR COrrector . ncreasesthe provability of CLY and CLJ edge
zones overlapping during the T, pericd

\ r A AVF Y - _ s ook : b
AOR deCimator . Removesdeterministic part of thea signal with the
T, periad
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VAL @)
) SV r\l[':,r a NIOS develgprment board based on
FITALSP FOW AP 20K 200-2¢ device

g
I 4 Dedicated :

! I

Il:)l I o " Clocks ;

- = : PLL4 G4G2G1G3 !

" . "n 2775 MHz 1 ckl |—— 1

3 1 ~ o 1 i |
conri gLIf c\lf1or —>: inclk Focr 515332 _ 88245 MHz clk !
1 clkO L4 1

! ° > |

! |

I 157 !

; PLL2 Fexr—zg— = 108918 MHz !

- I clkl ® ;

FEXT 33.3MHz . »| inclk 1 R !
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Implernenied . TrRNG
blocks - 4kBF
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D&:Cfipti()fl . AFIDL
language - VHDL
Difficuliies

Simulation of the

thejitter and gmulation of the
[RNG performanceisimpossiole
Placement and routing results ara very
Imoaortant
Developrment tgol Quartusll, version 2.0
RequIrerments
refuirements TRNG only TRNG + FIFO
Device LCs|LCs|ESBs|ESBs|LCs|LCs|ESBs|ESBs
# % # % # % # %
EP20K200EFC484-2X | 48 | 0.6 0 0 121 | 1.5 4
CHES 2002
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M ean values for
Record 1 2 3 4 5

-Gigabit records  geara A | B | B B Z

Mean |0.500001]0.500109{0.500001| 0.50012 | 0.50012

Conclusion  For very lang records some small bias can be naticed,
this bias should be negligible for cryotograohic
anolications and it can ba further reduced

- [z
NIST test suite o ‘ - -
Frequency, Block-Freg., Cusum, Rung, Long-Run,

Rank, Fr T, Perigdic-Template, Universal, Apen,
Serial, Lempel-Ziv, Linear-Complexity

Conclusion Al th
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We nhave praposed anaw method for thetrue
randorm numboer generatar implermentation in
reconfigur able hardwar e
the principle of randomness extraction isvery
reliable (independ on voltage and temperature
fluctuation)
gdncano external component isneeded, it sgems
to bevery difficult to manipulate the gener ator
output values
the principleis adaptable to all davicesuzing
analog PLL with sufficiently nigh €, and i,
and relatively nign jitter (all recent Altera
FPLDs, soameother FPLDs, ASICs, gtc.)
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Intensiva testing in Couperation with other
(specialized) arganizations

I morovement of the characteristics of the AOR
corrector to reducathabias

EX2Ct measurement of thejitter in different
conditions

Dezign of the complete 1P block including on-line
| PStests

Il mprovement of the strateqy of the choica of
multiplication and divizion factors
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