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3KLORVRSK\

„ 6WURQJ�FRP P HUFLDOO\ �DYDLODEOH�
FU\ SWRJUDSKLF�SURGXFWV�DUH�QHHGHG

„ * RYHUQP HQW�P XVW�ZRUN�ZLWK�WKH�
FRP P HUFLDO�VHFWRU�DQG�WKH�
FU\ SWRJUDSKLF�FRP P XQLW\ �IRU�

„ VHFXULW\ �
„ LQWHURSHUDELOLW\ ��DQG�
„ DVVXUDQFH



� � � � � �

&U\ SWRJUDSKLF�0 RGXOH�
9DOLGDWLRQ�3URJUDP ��&0 93�

„ ( VWDEOLVKHG�E\ �1 ,67�DQG�WKH�
&RP P XQLFDWLRQV�6HFXULW\ �( VWDEOLVKP HQW�
�&6( � �LQ�� � � �

„ 2 ULJLQDO�) ,36�� � � � � �UHTXLUHP HQWV�DQG�
XSGDWHG�) ,36�� � � � � �UHTXLUHP HQWV�
GHYHORSHG�ZLWK�LQGXVWU\ �LQSXW

„ 6L[ �19/ $3�DFFUHGLWHG�WHVWLQJ�ODERUDWRULHV
„ 7UXH�LQGHSHQGHQW�� UG SDUW\ �DFFUHGLWHG�WHVWLQJ�

ODERUDWRULHV
„ &DQQRWWHVW�DQG�SURYLGH�GHVLJQ�DVVLVWDQFH



� � � � � �

$SSOLFDELOLW\ �RI�) ,36�� � � � �

„ 8�6��) HGHUDO�RUJDQL] DWLRQV�P XVW��XVH�
YDOLGDWHG�FU\ SWRJUDSKLF�P RGXOHV

„ 6HW�RI�KDUGZDUH��DQG�RU�VRIWZDUH��DQG�RU�ILUP ZDUH
„ ,P SOHP HQWV�D�FU\ SWRJUDSKLF�DOJRULWKP
„ &RQWDLQHG�ZLWKLQ�D�GHILQHG�ERXQGDU\

„ * RYHUQP HQW�RI�&DQDGD�GHSDUWP HQWV�DUH�
UHFRP P HQGHG�E\ �&6( �WR�XVH�YDOLGDWHG�
FU\ SWRJUDSKLF�P RGXOHV

„ ,QWHUQDWLRQDO�UHFRJQLWLRQ



&0 93�$FFUHGLWHG�/ DERUDWRULHV

InfoGard 
Laboratories

CEAL: a CygnaCom 
Solutions Laboratory

COACT Inc.

EWA - Canada 
LTD, IT Security 

Evaluation Facility

Domus IT Security 
Laboratory

Atlan Laboratories

Sixth CMT laboratory added in 2001



« �0 DNLQJ�D�' LIIHUHQFH

„ � � � �&U\ SWRJUDSKLF�0 RGXOHV�6XUYH\ HG�� GXULQJ �WHVWLQJ �
„ � � �� � � �� � � �6HFXULW\ �) ODZV�GLVFRYHUHG
„ � � � �� � � �� � � �) ,36�,QWHUSUHWDWLRQ�DQG�' RFXP HQWDWLRQ�( UURUV

„ � � � �$OJRULWKP �9DOLGDWLRQV�� GXULQJ �WHVWLQJ � �
� ' ( 6��7ULSOH� ' ( 6��' 6$ �DQG�6+ $ � � �

„ � � ��� � � �� � � �6HFXULW\ �) ODZV
„ � � � �� � � �� � � �) ,36�,QWHUSUHWDWLRQ�DQG�' RFXP HQWDWLRQ�( UURUV�

„ $UHDV�RI�* UHDWHVW�' LI ILFXOW\ �
„ 3K\ VLFDO�6HFXULW\
„ 6HOI�7HVWV
„ 5DQGRP �1XP EHU�* HQHUDWLRQ
„ . H\ �0 DQDJHP HQW



� � � � � �

„ : HE�$FFHVV

„ 1RYHP EHU�� � � � �± � � � �� � � �KLWV

„ 0 RQWKO\ �DYHUDJH�± � � �� � � �KLWV

ZZZ�QLVW�JRY�FP YS

FVUF�QLVW�JRY

… Making a Difference



� � � � � � �

&0 93�6WDWXV
�$XJXVW�� � � � �

„ &RQWLQXHG�UHFRUG�JURZWK�LQ�WKH�QXP EHU�RI�
FU\ SWRJUDSKLF�P RGXOHV�YDOLGDWHG

„ 2 YHU�� � � �9DOLGDWLRQV�UHSUHVHQWLQJ�QHDUO\ �� � � �
P RGXOHV�

„ $OO�IRXU�VHFXULW\ �OHYHOV�RI�) ,36�� � � � � �
UHSUHVHQWHG�RQ�WKH�9DOLGDWHG�0 RGXOHV�/ LVW

„ 2 YHU�VL[ W\ SDUWLFLSDWLQJ�YHQGRUV



„ / HYHO�� �LV�WKH�ORZ HVW��/ HYHO�� �P RVW�VWULQJHQW

„ 5 HTXLUHP HQWV�DUH�SULP DULO\ �FXP XODWLYH�E\ �OHYHO

„ 2 YHUDOO�UDWLQJ �LV�ORZ HVW�UDWLQJ �LQ�DOO�VHFWLRQV

Not Validated

Secur ity Spectrum

Level 1
Level 2

Level 3
Level 4

) ,36�� � � � � �6HFXULW\ �/ HYHOV



Vendor

Designs and 
Produces

Cryptographic 
Module and 
Algor ithm

CMT Lab

Tests for 
Conformance

Cryptographic 
Module and 
Algor ithm

CMVP

Validates

Test Results 
and Signs 
Cer tificate

User

Specifies and 
Purchases

Secur ity and 
Assurance

) ORZ�RI�D�) ,36�� � � � � �9DOLGDWLRQ



� � � � � � �

) ,36�� � � � � �6HFXULW\ �
$UHDV

• Cryptographic Module Specification
• Cryptographic Module Ports and Interfaces
• Roles, Services, and Authentication
• Finite State Model
• Physical Security
• Operational Environment
• Cryptographic Key Management
• EMI/EMC requirements
• Self Tests
• Design Assurance
• Mitigation of Other Attacks



) ,36�� � � � � �� 7HVWLQJ�%HJLQV

„ ) ,36�� � � � � �WHVWLQJ�RIILFLDOO\ �EHJDQ�1RYHP EHU�
� � ��� � � �

„ ) ,36�� � � � � �WHVWLQJ�HQGV�0 D\ �� � ��� � � �
„ 7HVWLQJ�ODERUDWRULHV�P D\ �VXEP LW�) ,36�� � � � � �

YDOLGDWLRQ�WHVW�UHSRUWV�XQWLO�0 D\ �� � ��� � � �
„ $IWHU�0 D\ �� � ��� � � � �DOOYDOLGDWLRQV�DQG�

UHYDOLGDWLRQV�P XVW�EH�GRQH�DJDLQVW�) ,36�� � � � �
„ $JHQFLHV�P D\ �FRQWLQXH�WR�SXUFKDVH��UHWDLQ�DQG�

XVH�) ,36�� � � � � �YDOLGDWHG�SURGXFWV�DIWHU�0 D\ �
� � ��� � � �



� � � � � � �

&0 93�7HVWLQJ�3URFHVV

„ 3XUSRVH�RI�&0 93
„ &RQIRUP DQFHWHVWLQJ�RI�FU\ SWRJUDSKLF�P RGXOHV�XVLQJ�WKH�

' 75
„ 1RWHYDOXDWLRQ�RI�FU\ SWRJUDSKLF�P RGXOHV���1RW�UHTXLUHG�

DUH�
„ 9XOQHUDELOLW\ �DVVHVVP HQW
„ ' HVLJQ�DQDO\ VLV��HWF�

„ / DERUDWRULHV
„ 7HVWVXEP LWWHG�FU\ SWRJUDSKLF�P RGXOHV

„ 1 ,67�&6(
„ 9DOLGDWHWHVWHG�FU\ SWRJUDSKLF�P RGXOHV
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· Documentation Review (e.g., Security Policy, Finite 
State Model, Key Management Document)

· Source code Analysis
· Annotated Source Code
· Link with Finite State Model

· Testing
· Physical Testing
· FCC EMI/EMC conformance
· Operational Testing
· Algorithms and RNG Testing

) ,36� � � � � �3ULP DU\ �
$FWLYLWLHV



Derived Test Requirements 
Traceability

FIPS PUB 
140-2

Requirements

DTR
Test

Assertions

Vendor
Requirements

Tester
Requirements

Derived Test 
Requirements
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3URMHFWHG
/ HYHO��
/ HYHO��
/ HYHO��
/ HYHO��

) ,36�� � � � � �DQG�) ,36�� � � � � �
9DOLGDWLRQV�E\ �<HDU�DQG�/ HYHO

�-DQXDU\ �� � ��� � � � �



Alcatel
A lgori thmic Research, Ltd.
Ascom Hasler M ai l ing Systems
Attachmate Corp.
Avaya, Inc.
Bal timore Technologies (UK) 

Ltd.
Blue Ridge Networks
Certicom Corp.
Chrysal is-ITS Inc.
Cisco Systems, Inc.
Cryptek Securi ty 

Communications, LLC
CTAM , Inc.
Cyl ink Corporation
Dal las Semiconductor, Inc.
Datakey, Inc.
Ensuredmai l , Inc.
Entrust Technologies Limi ted
Eracom Technologies Group, 

Eracom Technologies 
Austral ia, Pty. Ltd.

F-Secure Corporation
Fortress Technologies 
Francotyp-Postal ia
GTE Internetwork ing
IBM
Intel  Network Systems, Inc.
IRE, Inc.
Kasten Chase Appl ied Research
L-3 Communication Systems
Li tronic, Inc.
M /A Com Wireless Systems
M icrosof t Corporation.
M otorola, Inc.
M ykotronx. Inc
National  Semiconductor Corp.
nCipher Corporation Ltd.
Neopost
Neopost Industrie
Neopost Ltd.
Neopost Onl ine 
Netscape Communications Corp.

NetScreen Technologies, Inc.
Network Associates, Inc.
Nortel  Networks
Novel l , Inc.
Oracle Corporation
Pi tney Bowes, Inc.
PrivyLink Pte Ltd
PSI  Systems, Inc.
Rainbow Technologies
RedCreek Communications
Research In M otion
RSA Data Securi ty, Inc.
SchlumbergerSema
Spyrus, Inc.
Stamps.com
Technical  Communications Corp.
Thales e-Securi ty
TimeStep Corporation
Transcrypt International
Tumbleweed Communications 
Corp.
V-ONE Corporation, Inc.

3DUWLFLSDWLQJ�9HQGRUV
�-DQXDU\ �� � ��� � � � �
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3UH�YDOLGDWLRQ�6WDWXV�/ LVW

„ 3UH�YDOLGDWLRQ�SKDVHV
„ ,P SOHP HQWDWLRQ�8QGHU�7HVW�� ,87�

„ 7KH�FU\ SWR�P RGXOH�DQG�GRFXP HQWDWLRQ�DUH�UHVLGHQW�DW�WKH�
&0 7�ODE

„ 7KH�YHQGRU�KDV�D�YLDEOH�FRQWUDFW�ZLWK�WKH�&0 7�ODE

„ 9DOLGDWLRQ�5HYLHZ�3HQGLQJ
„ 7HVWLQJ�GRFXP HQWDWLRQ�VXEP LWWHG�WR�1,67�DQG�&6(

„ 9DOLGDWLRQ�5HYLHZ
„ &RP P HQWV�GHYHORSHG�E\ �1,67�DQG�&6(
„ &RP ELQHG�FRP P HQWV�VHQW�WR�&0 7�ODE
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3UH�YDOLGDWLRQ�6WDWXV�/ LVW�
�FRQFOXGHG�

„ 3UH�YDOLGDWLRQ�SKDVHV
„ 9DOLGDWLRQ�&RRUGLQDWLRQ��SURFHVV�P D\ �EH�LWHUDWLYH�

„ 7HVWLQJ�GRFXP HQWV�UHYLVHG�
„ $GGLWLRQDO�GRFXP HQWDWLRQ��LI�UHTXLUHG�
„ $GGLWLRQDO�WHVWLQJ�SHUIRUP HG��LI�UHTXLUHG�
„ 5HVXEP LVVLRQ�WR�1,67�DQG�&6(

„ 9DOLGDWLRQ�) LQDOL] DWLRQ
„ ) LQDO�UHVROXWLRQ�RI�YDOLGDWLRQ�UHYLHZ�FRP P HQWV
„ &HUWLILFDWH�QXP EHU�DVVLJQHG
„ &HUWLILFDWH�SULQWLQJ�DQG�VLJQDWXUH�SURFHVV�LQLWLDWHG
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5DQGRP �1XP EHU�* HQHUDWRUV

„ $�&U\ SWRJUDSKLF�0 RGXOH�P D\ �HP SOR\ �UDQGRP �
QXP EHU�JHQHUDWRUV��51* V�

„ $SSURYHG�51* �2 XWSXW
„ * HQHUDWLRQ�RI�FU\ SWRJUDSKLF�NH\ V

„ 1RQ�$SSURYHG�51* �2 XWSXW
„ ,QSXW�VHHG�DQG�RU�VHHG�NH\ �IRU�$SSURYHG�51* �
„ * HQHUDWH�,9¶V

„ 6HOI�7HVWV
„ &RQWLQXRXV�51* �7HVW
„ 6WDWLVWLFDO�WHVWV�

„ / HYHOV�� �DQG��
„ $OO�OHYHOV�&0 7�/ DE�7HVWLQJ
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Deterministic Random Number Generators

1. NIST, Digital Signature Standard (DSS), FIPS Pub 186-2, January 27, 2000 –

Appendix 3.1.

2. NIST, Digital Signature Standard (DSS), FIPS Pub 186-2, January 27, 2000 –

Appendix 3.2.

3. ABA, Digital Signatures Using Reversible Public Key Cryptography for the Financial 

Services Industry (rDSA), ANSI X9.31-1998 - Appendix A.

4. ABA, Public Key Cryptography for the Financial Services Industry: The Elliptic Curve 

Digital Signature Algorithm (ECDSA), ANSI X9.62-1998 – Annex A.4.

Nondeterministic Random Number Generators

· There are no FIPS Approved nondeterministic random number generators. 

$SSURYHG�5DQGRP �1XP EHU�* HQHUDWRUV��51* V�
) ,36�� � � � � �$QQH[ �&



� � � � � � �

51* �6HOI�7HVWV�± ) ,36�� � � � �

„ 3RZHU�8S�6WDWLVWLFDO�7HVWV�� � � N�ELWV�
„ / HYHOV�� �DQG��
„ $OO�/ HYHOV�&0 7�/ DE�7HVWLQJ

„ 7KH�P RQRELW�WHVW

„ 7KH�SRNHU�WHVW
„ 7KH�UXQV�WHVW

„ 7KH�ORQJ�UXQV�WHVW

„ &RQWLQXRXV�51* �7HVW
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51* �7HVWV�± 5HYLVHG

„ 6WDWLVWLFDO�7HVWV�
„ &0 7�/ DE�$OJRULWKP �7HVWLQJ�6XLWH��&$96�

„ $OO�/ HYHOV

„ 1R�ORQJHU�UHTXLUHG�ZLWKLQ�P RGXOH
�/ HYHOV�� �DQG�� �

„ ' HWHUP LQLVWLF�. QRZQ�$QVZHU�7HVW
„ $OO�OHYHOV

„ &RQWLQXRXV�51* �7HVW
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%X\ HU�%HZDUH�

„ ' RHV�WKH�SURGXFW�GR�ZKDW�LV�FODLP HG"
„ ' RHV�LW�FRQIRUP �WR�VWDQGDUGV"
„ : DV�LW�LQGHSHQGHQWO\ �WHVWHG"
„ ,V�WKH�SURGXFW�VHFXUH"



„ ) ,36�� � � � � �DQG�) ,36�� � � � �
„ ' HULYHG�7HVW�5HTXLUHP HQWV�� ' 75�
„ $QQH[ HV�WR�) ,36�� � � � �
„ ,P SOHP HQWDWLRQ�* XLGDQFH
„ 3RLQWV�RI�&RQWDFW
„ / DERUDWRU\ �,QIRUP DWLRQ
„ 9DOLGDWHG�0 RGXOHV�/ LVW
„ 6SHFLDO�3XEOLFDWLRQ�� � � � � �

KWWS�� �ZZZ �QLVW�JRY�FP YS


