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Cryptographic Module Specification
Cryptographic Module Ports and Interfaces
Roles, Services, and Authentication
~inite State Model

Physical Security

Operational Environment
Cryptographic Key Management
EMI/EMC requirements

Self Tests

Design Assurance

Mitigation of Other Attacks
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- Documentation Review (e.g., Security Policy, Finite
State Model, Key Management Document)

- Source code Analysis
- Annotated Source Code
- Link with Finite State Model
- Testing
- Physical Testing
- FCC EMI/EMC conformance

- Operational Testing
- Algorithms and RNG Testing
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Alcatel
Algorithmic Research, Ltd.

Ascom Hasler Mailing Systems

Attachmate Corp.
Avaya, Inc.

Baltimore Technologies (UK)
Ltd.

Blue Ridge Networks
Certicom Corp.
Chrysalis-ITSInc.
Cisco Systems, Inc.

Cryptek Security
Communications, LLC

CTAM, Inc.

Cylink Corporation

Dallas Semiconductor, Inc.
Datakey, Inc.

Ensuredmail, Inc.

Entrust Technologies Limited

Eracom Technologies Group,
Eracom Technologies
Australia, Pty. Ltd.

F-Secure Corporation

Fortress Technologies
Francotyp-Postalia

GTE Internetworking

IBM

Intel Network Systems, Inc.
IRE, Inc.

Kasten Chase Applied Research
L-3 Communication Systems
Litronic, Inc.

M/A Com Wireless Systems
Microsoft Corporation.

M otorola, Inc.

Mykotronx. Inc

National Semiconductor Corp.
nCipher Corporation Ltd.

N eopost

Neopost Industrie

N eopost Ltd.

Neopost Online

N etscape Communications Corp.

NetScreen Technologies, Inc.
Network Associates, Inc.
Nortel Networks

Novell, Inc.

Oracle Corporation

Pitney Bowes, Inc.

PrivyLink Pte Ltd

PSI Systems, Inc.

Rainbow Technologies
RedCreek Communications
Research In M otion

RSA Data Security, Inc.
SchlumbergerSema

Spyrus, Inc.

Stamps.com

Technical Communications Corp.
Thales e-Security

TimeStep Corporation
Transcrypt International
Tumbleweed Communications
Corp.

V-ONE Corporation, Inc.
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Deterministic Random Number Generators
1. NIST, Digital Signature Standard (DSS), FIPS Pub 186-2, January 27, 2000 —
Appendix 3.1.
2. NIST, Digital Signature Standard (DSS), FIPS Pub 186-2, January 27, 2000 —
Appendix 3.2.
3.  ABA, Digital Signatures Using Reversible Public Key Cryptography for the Financial
Services Industry (rDSA), ANSI X9.31-1998 - Appendix A.
4.  ABA, Public Key Cryptography for the Financial Services Industry: The Elliptic Curve
Digital Signature Algorithm (ECDSA), ANSI X9.62-1998 — Annex A 4.
Nondeterministic Random Number Generators

There are no FIPS Approved nondeterministic random number generators.
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