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Objective

• Evaluation of Multi-precision Arithmetic 
Libraries for Use in Public Key 
Cryptography

• Practical Recommendations
Which library is best for a particular application?
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Outline

• Public Key Cryptosystems
• Libraries
• Evaluation Criteria
• Results
• Conclusions
• Improvements/Future Work
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Public Key Cryptosystems

• 2 Different keys, Public Key and Private Key
• Based on trapdoor One-Way Functions

�Easy to compute
�Hard to inverse
�Mathematical problems that guarantee the hardness 

of inversion:
• Integer Factorization Problem (IFP)
• Discrete Logarithm Problem (DLP)
• Elliptic Curve Discrete Logarithm Problem (ECDLP)

• Public Key Cryptography Security
�How Hard is the Mathematical Problem?
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Public Key Cryptosystems
Basis

ECDH/ECDSADH/DSARSA
PKC based 
on a given 
problem

kxp and qFind

P, and
Q = kP
P is a point on 
Elliptic Curve

g, p and
y = gx mod p
wherep is a 
known prime

N = p.q, where
p and q are 
unknown primes 

Given

ECDLPDLPIFP
Mathematical 

Problems
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Public Key Cryptosystems
Security

• Public Key Related Mathematically to 
Private Key

• Security Prerequisites
� Computing Private Key From Public Key 

Must be infeasible.

• One-Way function difficult to inverse
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Public Key Cryptosystems
Best Known Attacks

k
140 – 224

g
768 – 2048

x
160

N
768 – 2048

Size in Bits

Parallel 
Collision Search

a. GNFS
b. Parallel Collision 
Search

General Number 
Field Sieve

GNFS

Best Know 
Attack

ECDLPDLPIFP

Problem to 
solve in order 
to derive the 
Private Key

Q = kPy = gx mod pN = p.q
One Way 
Function

ECDSADSARSAPKC
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Public Key Schemes
Digital Signature

random s
1 ≤ s ≤ r – 1
W = s . G
Public (W)
Private (s).

random x
0 < x < q
y = gx mod p
Public (y)
Private (x).

2L-1 ≤ p < 2L

2L-1 ≤ q < 2L

N = p . q, 
phi= (p-1)(q-1)
e, typically 3 or(216+1)
GCD(e, phi) = 1
d = e-1 mod phi
Public (e),
Private (d).

Key 
Generation

E, with order r

p, q are primes
2159 < q < 2160

2L-1 < p < 2L , q|p-1
g generator with 
order q

N/A
System

Parameters

ECDSADSARSA
Signature
Scheme
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Public Key Schemes
Digital Signature

w = d-1 mod r
u1 = SHA-1 (m) . w mod 
r
u2 = c . w mod r
V = u1 . G + u2 . W,
c’ = xV mod r

w = s-1 mod q
u1= w . SHA-1 (m) mod q
u2 = r . w mod q
v = (gu1 . yu2 mod p) mod q

m = se mod N
Signature

Verification

size of r = 140-224
L=768-2048

size of q = 160
L=768-2048

Key Size
(in bits)

1 ≤ k ≤ r – 1
R (xR, yR) = k . G
c = xR mod r
d = k-1 . (SHA-1 (m) + x . 

c) mod r
Signature (c, d)

1 ≤ k ≤ q – 1
r = (gk mod p) mod q
s = k-1 (SHA-1 (m) + x . r) 
mod q
Signature (r, s)

s = md mod N
Signature (s)

Signature
Generation

ECDSADSARSA
Signature
Scheme
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Public Key Schemes
Operations

Scalar Multiplication
Multiplication

xGCD
Point Addition

Multiplication
Modular 

Exponentiation
xGCD

Modular 
Exponentiation

Signature
Verification

Scalar Multiplication
Addition

Multiplication
xGCD

Addition
Multiplication

Modular 
Exponentiation

xGCD

Modular 
Exponentiation

Signature
Generation

Scalar Multiplication
Modular 

Exponentiation

Modular 
Exponentiation
Multiplication

GCD
xGCD

Key Generation

EC Generation
Point Counting

Primality TestingN/A
System

Parameters

ECDSADSARSASignature Scheme
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Public Key Schemes
Operations

• Large Integers (768 – 2048)
� Addition, Multiplication, Modular 

Exponentiation, GCD, xGCD, Primality Testing

• EC Points (140 – 224)
� EC Point Addition, EC Scalar Multiplication

Problem: Difficult to Implement
Solution: Use Existing Libraries 
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Libraries

• Many Arithmetic and Number Theoretic 
Libraries, Commercial and Public Domain
� Beecrypt, BIGNUM, Botan, bnlib, CLN, 

cryptolib, CryptoPP, freelip, GMP, Libgcrypt, 
LiDIA, linteger, MIRACL, nettle, NTL, 
OpenSSL, PARI, PIOLOGIE, zen ……..

• Problem: Which one to use?
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Libraries

COpenSSL

CMIRACL

C++CryptoPP
Cryptographic Primitives 

and Schemes

C++PIOLOGIE

C++NTL

C++LiDIA

CGMP

C++CLN

Multi-precision, Number 
theoretic
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Evaluation Criteria

• Cost
• Documentation & Ease of Use
• Supported Compilers
• Support for PKC

� Primitive Operations
� PK Schemes

• Performance of Primitive Operations
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Evaluation Criteria
Cost

NOPIOLOGIE

YESOpenSSL

YESNTL

NOMIRACL

NOLiDIA

YESGMP

YESCryptoPP

YESCLN

Free for Commercial Use
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Evaluation Criteria
Documentation & Ease of Use

EasyEase of useHard

Insufficient

D
ocum

entation

Sufficient

OpenSSLCryptoPP

PIOLOGIECLN

GMP
LiDIA

MIRACL
NTL

Worst

Best
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Evaluation Criteria
Supported Compilers

LiDIAGMPCLNNTLMIRACLOpenSSLCryptoPPPIOLOGIE

GNU 
C/C++

GNU 
C/C++

GNU 
C/C++

GNU 
C/C++ARM CBorland C/C++

Borland C++ 
Builder

Watcom C++

MSVCBorland 
C/C++

CodeWarrior 
Pro

CodeWarrior 
Pro

Apogee C++

GNU 
C/C++

DEC C
Sun 
WorkShop,
Forte C++

Borland 
C/C++

Intel 
C/C++

GNU C/C++GNU C/C++front end

MSVC
Microsoft 
eMbedded
Visual C++

Intel C/C++Digital C++

MSVCMSVCGNU C/C++

HP aC++

HP C++

IBM C++

IBM CSet++

VisualAge
C++

KAI C++

MSVC

MIPSpro C++

SUN 
WorkShop
C++
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Evaluation Criteria
Support for PKC

� Primitive Operations

EC Generation 
and Point 
Counting
EC2/ECP

Support for 
Primitive EC2 

Operations

Support for 
Primitive ECP 

Operations

Support for 
Primitive Large 

Integers 
Operations

CLN

CryptoPP

GMP

LiDIA

MIRACL

NTL

OpenSSL

PIOLOGIE
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Evaluation Criteria
Support for PKC Schemes

MIRACL

DH

DSA

ECDH

ECDSA

ECMQV

ECNR

ECNR2/PV

ECPV

MQV

NR

NR2/PV

PV

RSA

RW

CryptoPP

DH

DLIES

DSA

ECDH

ECDSA

ECIES

ECMQV

ECNR

ElGamal

ESIGN

LUC

MQV

NR

Rabin

RSA

RW

XTR-DH

OpenSSL

DH

DSA

RSA
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• Large Integers (768/1024/2048)
� Multiplication, Modular Exponentiation, GCD, 

xGCD, Primality Testing

• ECP (162/224/384)
�EC Point Addition, EC Scalar Multiplication

EC2 (163/233/409)
�Addition, Scalar Multiplication

Evaluation Criteria
Performance of Primitive Operations

Operations
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GNU C/C++
2.95.2

Solaris 5.8

Sun: 2x 400 MHz
UltraSPARC-Solaris-II,
4-MB E-cache, 2048 MB
RAM

GNU C/C++
3.3.1

RedHat
Linux 9.0

GNU C/C++
3.3.1

Windows XP
Cygwin 2.00 GHz Pentium IV

Processor, 512 MB RAM

CompilerOperating
System

Processor/hardware

Evaluation Criteria
Performance of Primitive Operations

Platforms
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• Measuring Performance of Operations
�RDTSC Method: Clock Cycles

• Pentium IV: RDTSC Instruction 

�Timing Method: Milliseconds
�UltraSPARC-II, NO RDTSC instruction,
“gettimeofday()”

� 100 execution times for each operation

Evaluation Criteria
Performance of Primitive Operations

Methodology
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� Inputs
� Large Integers:

• Random In, Jn, Kn, n = {768, 1024, 2048}
• Random Primes Pn

(j), n = {768, 1024, 2048}, j = [0, 9]

� EC2
• SEC 2 recommended 163, 233, 409.
• Random Points Tn, Sn, n = {163, 233, 409}

� ECP
• Random, 162, 226, 386.
• Random Points Tn, Sn, n = {162, 226, 386}

Evaluation Criteria
Performance of Primitive Operations

Methodology
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Evaluation Criteria
Performance of Primitive Operations

Methodology

resultn = Tn + SnEC Point Addition

resultn = ( r -2 )TnEC Scalar Multiplication

resultn = xGCD(Pn
(j), Ki)xGCD

resultn = GCD(Pn
(j), Ki)GCD

1- Minimum: over 100 execution times for each 
Pn

(j)

2- Average: over 10 Pn
(j)

resultn = IsPrime(Pn
(j))Primality

resultn = (In)
Jn mod Kn

resultn = (In)
65537 mod Kn

resultn = (In)
3 mod Kn

resultn = In * Jn

Mod Exp Large E

Mod Exp E=65537

Mod Exp E=3

Minimum
over 100 execution times

Multiplication

Operation

�Raw Results
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Evaluation Criteria
Performance of Primitive Operations

Methodology
�Operation Ranking

n

n
n

n
n Min

resultRR == ∏
=

    whereSRank/Lib/OOperation 3
2048,1024,768

113,97741,16329,910Piologie

17,6055,3643,381Minn

48,43815,2189,055OpenSSL

17,7225,4263,381NTL

71,51218,61310,974MIRACL

18,7226,0473,573LiDIA

17,6055,3643,423GMP

78,75537,92838,432CryptoPP

29,13311,7638,940CLN

result2048result1024result768Library

P4-WinXP/MULTIPLICATION(Clock Cycles) P4-WinXP/MULTIPLICATION Ranking

7.606.477.678.85Piologie

2.752.752.842.68OpenSSL

1.011.011.011.00NTL

3.584.063.473.25MIRACL

1.081.061.131.06LiDIA

1.001.001.001.01GMP

7.114.477.0711.37CryptoPP

2.121.652.192.64CLN

RankR2048R1024R768Library
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Evaluation Criteria
Performance of Primitive Operations

Methodology
� Library Ranking

N

N

k
kX∏

=

=
1

Rank/OSLibrary 

X6X5X4X3X2X1

15.51213.3016.4110.656.637.407.60PIOLOGIE

4.9012.178.312.332.658.072.75OpenSSL

1.121.001.001.181.171.421.01NTL

5.003.155.152.624.5622.403.58MIRACL

1.211.101.031.651.081.451.08LiDIA

1.011.081.011.001.001.001.00GMP

14.569.99464.904.044.7115.177.11CryptoPP

1.951.371.342.792.252.232.12CLN

P4-WinXP RankxGCDGCDLarge EE = 65537E = 3MULLibrary
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Factors Affecting Performance

• Low level routines
– Targeting Pentium 4 and UltraSPARC

• Algorithms
– Choice of Algorithm
– Different Implementations
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Factors Affecting Performance
Examples

CLN

CryptoPP

GMP/LiDIA/NTL
PIV

GMP/LiDIA/NTL
SPARC

MIRACL

OpenSSL

Piologie

Li
br

ar
ie

s Classic

Karatsuba

Karatsuba-Comba

768bit 1024bit 2048bit

113,97741,16329,910Piologie

17,6055,3643,381Minn

48,43815,2189,055OpenSSL

17,7225,4263,381NTL

71,51218,61310,974MIRACL

18,7226,0473,573LiDIA

17,6055,3643,423GMP

78,75537,92838,432CryptoPP

29,13311,7638,940CLN

result2048result1024result768Library

P4-WinXP/MULTIPLICATION
(Clock Cycles)



29

Factors Affecting Performance
Examples

CLN

CryptoPP

GMP

LiDIA

MIRACL

NTL

OpenSSL

Piologie

Li
br

ar
ie

s

LR

RL

LR k-ary

k-ary SW

SME

E=65537E=3 E=Q

103,58133,34621,162Minn

658,572243,061185,394Piologie

807,107265,801178,888OpenSSL

113,39943,46242,500NTL

2,685,718716,643426,733MIRACL

120,34749,64537,316LiDIA

103,58133,34621,162GMP

972,970511,291513,080CryptoPP

174,06676,91660,221CLN

result2048result1024result768Library

P4-WinXP/P^3 MOD N
Clock Cycles

LR: Left-to-Right
RL: Right-to-Left
SME: Simultaneous Multiple Exponentiation
SW: Sliding Window
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Performance Results - Integers
P4-WinXP

0.00

2.00

4.00

6.00

8.00

10.00

12.00

14.00

16.00

18.00

GMP NTL LiDIA CLN OpenSSL MIRACL CryptoPP Piologie

Library

R
an

k

15.51213.3016.4110.656.637.407.60PIOLOGIE

4.9012.178.312.332.658.072.75OpenSSL

1.121.001.001.181.171.421.01NTL

5.003.155.152.624.5622.403.58MIRACL

1.211.101.031.651.081.451.08LiDIA

1.011.081.011.001.001.001.00GMP

14.569.99464.904.044.7115.177.11CryptoPP

1.951.371.342.792.252.232.12CLN

P4-WinXP RankxGCDGCDLarge EE = 65537E = 3MULLibrary
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Performance Results - Integers
P4-RedHat

9.2724.2221.958.795.075.015.35PIOLOGIE

4.8612.498.932.432.437.122.80OpenSSL

1.101.001.011.291.101.201.01NTL

4.522.363.992.774.3021.063.60MIRACL

1.151.091.001.841.061.101.00LiDIA

1.011.081.001.001.011.001.00GMP

9.7816.8265.965.043.799.194.49CryptoPP

1.431.271.371.871.391.271.50CLN

P4-RH RankxGCDGCDLarge EE = 65537E = 3MULLibrary

0.00

2.00

4.00

6.00

8.00

10.00

12.00

GMP NTL LiDIA CLN MIRACL OpenSSL Piologie CryptoPP

Library

R
an

k
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0.00

5.00

10.00

15.00

20.00

25.00

30.00

35.00

40.00

GMP NTL LiDIA CLN OpenSSL PIOLOGIE MIRACL CryptoPP

Library

R
an

k

7.0137.229.135.954.064.133.51PIOLOGIE

4.367.747.672.452.817.802.16OpenSSL

1.091.001.051.131.151.251.00NTL

7.333.718.777.412.9823.859.08MIRACL

1.161.141.021.551.101.201.00LiDIA

1.021.121.001.001.001.001.00GMP

34.9949.08184.6817.6818.1038.5216.43CryptoPP

1.581.401.671.981.701.601.21CLN

SPARC RankxGCDGCDLarge EE = 65537E = 3MULLibrary

Performance Results - Integers
UltraSPARC-Solaris
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Performance Results - EC
P4-WinXP

0.00

0.50

1.00

1.50

2.00

2.50

3.00

3.50

4.00

4.50

5.00

Miracl LiDIA CryptoPP

Library

R
an

k

0.00

0.50

1.00

1.50

2.00

2.50

3.00

3.50

4.00

4.50

5.00

OpenSSL Miracl LiDIA CryptoPP

Library

R
an

k

1.001.001.00MIRACL

1.281.221.33LiDIA

4.464.354.56CryptoPP

P4-WinXP RankScalar MULADDLibrary

1.141.001.30OpenSSL

1.532.241.05MIRACL

2.613.451.97LiDIA

4.733.726.02CryptoPP

P4-WinXP RankScalar MULADDLibrary

ECPEC2
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Performance Results - EC
P4-RedHat

0.00
1.00

2.00
3.00

4.00
5.00

6.00

7.00
8.00

9.00
10.00

LiDIA Miracl CryptoPP

Library

R
an

k

0.00

0.50

1.00

1.50

2.00

2.50

3.00

3.50

4.00

OpenSSL LiDIA Miracl CryptoPP

Library

R
an

k

1.011.001.02OpenSSL

1.802.021.61MIRACL

1.241.441.06LiDIA

3.582.385.40CryptoPP

P4-RedHat RankScalar MULADDLibrary

1.401.321.48MIRACL

1.001.001.00LiDIA

9.108.679.55CryptoPP

P4-RedHat RankScalar MULADDLibrary

ECPEC2
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Performance Results - EC
UltraSPARC-Solaris

0.00

2.00

4.00

6.00

8.00

10.00

12.00

14.00

16.00

18.00

LiDIA Miracl CryptoPP

Library

R
an

k

0.00

0.50

1.00

1.50

2.00

2.50

3.00

3.50

4.00

OpenSSL LiDIA Miracl CryptoPP

Library

R
an

k

1.001.001.00OpenSSL

1.972.601.49MIRACL

1.351.731.05LiDIA

8.237.159.46CryptoPP

UltraSPARC-Solaris 
Rank

Scalar MULADDLibrary

1.161.151.17MIRACL

1.001.001.00LiDIA

16.8716.6517.10CryptoPP

UltraSPARC-Solaris
Rank

Scalar MULADDLibrary

ECPEC2
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Results
Operations On Large Integers

GMP

NTL

LiDIA

CLN

RHWinXP/Solaris

OpenSSL

MIRACL

MIRACL

OpenSSL

WinXP

CryptoPP

PIOLOGIE

Fast Medium Slow

RH/Solaris

PIOLOGIE 7.09.2

CryptoPP 35.09.8 15.5

14.64.5

4.9

4.44.9

7.35.0

Free
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Results
Operations On EC Points

LiDIA

RH/SolarisWinXP

OpenSSLMIRACL

MIRACL

OpenSSL

CryptoPP CryptoPP

LiDIA

ECPEC2

RH/SolarisWinXP

LiDIA

MIRACL

CryptoPP

MIRACL

CryptoPP

LiDIA

1.0

1.3

4.5 16.99.1

1.21.4

1.01.0

4.7

2.6

1.5

1.4 1.01.0

1.31.25

2.01.8

8.23.6

Free
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Which library is best for a particular application?

Conclusions

• Best Performance
• Highest Support => less Time spent for 

development
• Lowest Cost

No one Library Offers All three.
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Which library is best for implementing PK Schemes operating on 
LARGE INTEGERS?

Support

High
Schemes

Low
Primitives

Low CryptoPP

PIOLOGIE

OpenSSL

MIRACL

P
erform

ance

GMP,NTL, LiDIA

CLN

High

Worst

Best
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• High Performance :
– A lot of time devoted for development (low support)
– Free

• Use GMP.

• Medium Performance/Medium Time Devoted 
For Development :
– Free

• Use OpenSSL.

• High Support/Not Enough Time to Develop
– Free

• Use CryptoPP.

Which library is best for implementing PK Schemes operating on 
LARGE INTEGERS?
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High
Schemes

Low
Primitives

Low CryptoPP

MIRACL

P
erform

ance

OpenSSL

LiDIA

High

Which library is best for implementing PK Schemes 
operating on ECP?

Worst

Best
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Which library is best for implementing PK Schemes 
operating on ECP?

• High Performance :
– A lot of time devoted for development (low support)
– Free

• Use OpenSSL.

• Medium Performance/Good Support
– Not Free

• Use MIRACL.

• High Support/Not Enough Time to Develop
– Free

• Use CryptoPP.



43Support

High
Schemes

Low
Primitives

Low CryptoPP

MIRACL

P
erform

ance

LiDIA

High

Which library is best for implementing PK Schemes 
operating on EC2?

Worst

Best
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Which library is best for implementing PK Schemes 
operating on EC2?

• High Performance :
– A lot of time devoted for development (low support)
– Not Free

• Use LiDIA.

• Medium Performance/Good Support
– Not Free

• Use MIRACL.

• High Support/Not Enough Time to Develop
– Free

• Use CryptoPP.
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Improvements/Future Work

• Implement PK Schemes
– Ranking based on PK Schemes

• More Libraries, Platforms.
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Contributions

• Cryptography and Network-Security 
Implementation lab
– Development of KRYPTOS, Educational 

Software used in two Cryptography Courses 
ECE 646 and ECE 746
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Thank You
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Questions


