ECE 746: Lecture 8

Smart Cards

Smart card history (1)

1968 - patent application filed by German inventors
Jurgen Dethloff and Helmut Grétrupp

1970 - patent application by Kunitaka Arimura in Japgn

1974 - patents registered by Roland Moreno in France;
Moreno funds Innovatronrfternationale pour
I'Innovation) with the purpose of developing
the new technology and spreading its patents
worldwide




Smart card history (2)

1976 - the first memory smart card developed by
Bull in collaboration with Motorola

1979 - the first microprocessor smart card
(with the separate microprocessor and memory)
developed by Bull in collaboration with Motorola

1982-84 Trial conducted by French Bank Card Associ
including 100,000 cards from Bull, Schlumberger
and Philips used in three French cities
Blois, Caén, and Lyon

htion

Smart card history (3)

1984-86 - French Postal and Telecommunication Service
introduce prepaid memory cards based
on EPROM for public pay phones

1985 - German Postal and Telecommunication Services
introduce smart telephone cards based on EEPR(

1984-85 First German smart bank cards

1994 Europay, Mastercard and Visa agree on a common
standard for smart credit cards

1996 Smart card purse system used during summer
Olympic Games in Atlanta

1997 Austria introduces first nationwide electronic purse

S

system based on smart cards
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: Figure 8.1 Main areas where smart cards are used.
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Figure 8.2 Prepaid, credit, and multipurpose cards used in finances.






















10



11



Area required for a single bit cell
0.8 um technology

Flash
human ROM EPROM

hair EPROM FRAM EEPROM

RAM

QD
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40m
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Smart Card Chip Manufacturers

Europe: SGS-Thomson (France), Philips (Netherlends)
Siemens (Germany), Motorola (U.K.)

Japan: Hitachi, NEC, Toshiba, Oki

U.S.: Texas Instruments, Atmel, Catalyst

14



Cryptographic Smart Card
Vendors

Europe us
Gemplus Invincible Data Systems
ORGA Litronics, Inc.

Schlumberger ET

Racal Security & Payments

Bull - CP8

VASCO Data Security, Inc.

Gieseche & Devrient

ActivCard, Inc.

BasicCard

Certicom

SCM Microsystems

HID Corporation

Omnikey IBM Corporation

Advanced Card Systems Information Resource Engineering, Inc|
Athena SmartCard Solutions Ankari

Intertex IX Okiok Data

Markets for Smart Cards

* The main market for Smart Cards is
currently in European Telecommunications

(GSM)

264

262
903

Millions of Units

@ Europe/Middle East/Africa
| Asia/Pacific

0O North and South America

*Chart adapted from European Smart Card Industigo8igtion survey 1999
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Markets for Smart Cards

3 million 0O Memory Cards used in
Telecom

O Memory Cards used in
Transport

@ Memory Cards used in
Healthcare

B Memory Cards used in
PayTVIIT

B Memory Cards used in
Banking

O Microprocessor Cards used
in Telecom

O Microprocessor Cards used

913 million | N Banking

108 million

200 million Microprocessor
$mart Cards used

in Telecom
Memory Smart
Cards used in
Telecom

27.5 million .
40.5 million B Microprocessor Cards used
| in Healthcare
49 million .
B Microprocessor Cards used
in PayTV/IT
B Microprocessor Cards used
in Other

B Microprocessor Cards used

*Chart adapted from European Smart Card Industiso8igtion survey 1999 X
in Transport

O Memory Cards used in Other

Reliability of Smart Cards

Percentage of Cards Returned Over Time
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*Graphic courtesy Schlumberger and GE Carte Baacair
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Conclusions

e Smart Cards are
— continually improving
— inexpensive
— very convenient
* Yet, there are many security risks to be
overcome
— tamper resistance
— side channel attacks

Conclusions

» Proponents of JavaCard claim that it is
eventually going to be the largest
deployed computing platform in the world

» Smart Cards have great potential and will
likely be applied to new markets not yet
conceived of
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