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Introduction

• Random Number Generators

Ex: Flipping a unbiased coin, Radio active
decay

• Applications

Ex: One time pad, Generation of Primes,
Secret Key



Types of Generators

• True Random Number Generators

• Pseudo Random Number Generators

• Hybrid Random Number Generators

Criteria TRNG PRNG

Source Random Processes like Mouse
Movements, IO buffers

Seed

Time required Requires more time as post
processing is required

Faster than TRNG

Secure Depends on the number of sources
used for generation

Depends on secrecy of
the seed.



Testing



Visual Inspection



Statistical Tests

• Randomness is a probabilistic property.



Statistical Tests cont..

• Diehard

• Crypt-x

• National Institute of Standards and
Technology (NIST)

• ENT



Normal Distribution

The Normal Distribution N(0,1)



The Chi Square Distribution

The Chi – Square Distribution



Frequency Monobit Test

• Compute the test statistic sobs = |s|/√n

• Compute P-value = erfc (sobs/√2) , where erfc
is the complementary error function

• if the P-value were small (< 0.01), then this
would be caused by Sn or sobs being large.



Frequency Monobit Test



Frequency Test with in a Block



Frequency Test with in a Block



Runs Test



Runs Test



Test for longest run of ones in a block



Test for longest run of ones in a block

M K N
8 3 16
128 5 49
104 6 75



Test for longest run of ones in a block



Binary Matrix Rank



Non Overlapping Template Matching



Non Overlapping Template Matching



Overlapping Template Matching



Universal Test



Maurer’s Universal Test



Recommendations

Test Name Input Size(Minimum) Other Recommendation

Frequency Monobit 100

Block Frequency 100

Runs 100 M≤20, M>0.01n and N<100

Longest Run of Ones 128 , 6272, 750,000 M= 8 , 128, 104 respectively

Binary Matrix Rank 38,912 M=Q=32

Overlapping Template
Matching

10 6 m = 9 or 10

Non Overlapping Template
Matching

10 6 m = 9 or 10

Maurer’s Universal Test 387,840 L = 6 , Q= 640



Experiments

• Run the application against compressed,
modern ciphers, classic cipher encrypted files
and also PSRNG output

• Performance measured in time taken to run
the tests.



Frequency Monobit



Block Frequency



Runs Test



Longest Run of Ones



Non Overlapping Template



Overlapping Template



Binary Matrix Rank



Maurer's Universal Test



Performance

Size Frequency Block Freq Runs
Longest Run of
ones Binary Matrix Overlapping

Non
Overlapping Universal

1MB 15ms 30ms 78ms 46ms 265ms 203ms 4281ms 218ms

10MB 78ms 78ms 312ms 187ms 2218ms 1500ms 42sec 1640ms

100MB 656ms 703ms 1937ms 22 sec 14sec 6 min 4 sec 16 sec



Cryptool



Next Steps

• Finish the rest of the application

• Integrate into Cryptool2



Thank You

Questions ?


