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Introduction & Background

o Advanced Encryption Standard (AES)
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Block vs. Stream Ciphers

Block vs. stream ciphers
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Objective

o AES for Resource Limited Environments:
m cell phones
m network stream media
m wireless networks
m mobile devices

o Compact Architectures of AES as a Stream cipher
m Compare Different Compact Architectures
0 gonsider Different Data Path Widths: 128, 64, 32, and 8
its
o Comparison with Dedicated Hardware-Oriented
Stream Ciphers Participating in the eSTREAM
Contest



Mode Selection

Counter mode
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Interfaces
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On-the-fly Key Scheduling
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64-bit 3-1n-1 on-the-tly key scheduling
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Simplified 64-bit
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Compact Mode
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32-bit Compact Mode
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32-bit Share Memory Compact
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Memory Address




8-bit Compact
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Can We Compress the MixColumn?

Input_memory

-CU C3 Ca Cl-
C1 Cg C3 Co
Co C1] Cp C3

Output_ memory
N
|
|
|
GD-
aj
az
ag_

C3 Co C1 Cp




64-bit Compact Mode
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Resource Usage

Arch M MixCol
rc emory SubByte ixColumn AddRoundKey
(XOR)

64-bit 256*8 8 64

32-bit 256* 8 4 32

8-hit 256* 8+ 32 1 8

32-bit 128*8 4 32

(ShareMem)

64-bit 128*8 8 64

(shareMem)

8-hit 128*8+32 1 8

(shareMem)




S-Box Logic
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o An inversion in GF&ZS), GF_INV_S8, can be decomposed into a sequence of
operations in GF(2%), including addition, multiplication, and inversion.

o Operations in GF(24) can be expressed in terms of operations in GF(22).

m| Oﬁerations in GF(22) can be easily expressed by the operations in GF(2),
which only consist of simple XOR gate (addition) and AND gate
(multiplication). Inverse of 1 in GF(2) is 1, and the inverse of 0 does not
exist.

O Thus, the entire inversion in GF(28) can be decomposed into a logic circuit
composed of XOR and AND gates only.



GF_INV_8 by GF(24
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Results

S Data Area Max Datarate Max Throughput Throughput
Box path (slices) Clock Frequency (bits/clock [Mbit/s] /Area

[MHZ] cycle) (kbit/s-dlices)
logic 8 594 75.6 0.73 55.2 92.9
logic 32 728 62.5 291 181.2 248.9
logic 64 958 62.7 5.82 364.7 380.6
table 8 689 139.6 0.73 101.7 147.6
table 32 1347 1225 291 356.4 264.6
table 64 1350 117.6 5.82 684.4 506.7




Comparison

S Data | Area Max Datarate | Max Throughput
Box path | (slices) | Clock Frequency [Mbit/s]

[MHZ]
logic 8 594 75.6 0.73 55.2
logic 32 728 62.5 2.91 181.2
logic 64 958 62.7 5.82 364.7
table 8 689 139.6 0.73 101.7
table 32 1347 122.5 291 356.4
table 64 1350 117.6 5.82 684.4
DECIM 80 185 0.25 46.25
V2
DECIM 89 174 0.25 43.5
128
Grain 128 50 196 1 196
Trivium 50 240 1 240
Moustique 278 225 1 225




Conclusions

o AES has a comparable throughput but
significantly larger area than the dedicated
stream ciphers

o Compact architectures are suitable for the
resource limited environments, but their area is
adversely affected by the controller complexity

o There are still things to imporve
= Simplify the Controller
m Compress the Mix_Column
m Carefully design the whole architecture....
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