ECE 746 Midterm Exam 1
November 1, 2006

Multiple-choice test

1. (1 pt) Match listed below cryptosystems into pairs of cryptosystems with the
equivalent security:

Rijndael with the key size 256 bits
ECC-DSA with the key size 224 bits
ECC with the key size 512 bits

RSA with the key size 2048 bits
Skipjack

DSA with the key size 1024 bits
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2. (1 pt) Precomputations, i.e., computations that can be performed before input
data (e.g., message) becomes available, can be used to speed up the following
cryptographic transformations (please list ALL correct solutions):

RSA signature verification

encryption in the El-Gamal encryption scheme

DSA signature generation

decryption using the RC4 cipher

encryption using stream cipher based on the shrinking generator
decryption in the Menezes-V anstone Elliptic Curve Cryptosystem

mmoow>

3. (1 pt) Using look-up tablesincluded in the reference implementation of Rijndael
perform multiplication ‘OF’~'FF’ in GF(2®%). The result of this operation is (all
numbersin the hexadecimal notation):

A. ‘0A’
] 101
] 2El
] 461
b 721
none of the above
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4. (1 pt) Which of the following elements are the generators of the group, {x' mod
x*+x3+1, i=1..15} with the multiplication modulo x*+x3+1 (please list ALL correct
solutions):

N

A. X
B. x
C. X
D. x
E. x

A W

mod x*+x3+1 = x3+1
mod x*+x3+1 = x3+x+1
mod x*+3+1 = x3+x%+x+1
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5. (1 pt) Random bits arerequired in the following transformations (please list ALL
correct answers):

generation of system parametersin EC-DSA

verification of asignaturein DSA

generation of asignature in RSA

encryption in the Menezes-Vanstone Elliptic Curve Cryptosystem
generation of keysin RSA
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6. (1pt) Thetotal size of tables T used in the optimized softwar e implementation of
Rijndael capable of performing both encryption and decryption, in the counter
mode, in the shortest amount of timeis:

1kB
2kB
4 kB
8 kB
other (give value)
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7. (1 pt) The ratio of the time necessary to encrypt data vs. time necessary to
decrypt data in the Elliptic Curve EI-Gamal Cryptosystem is equal
approximately to (assume that no precomputations are used during either of the
two transfor mations):

A.0.25
B.0.5

C.1
D.2
E. 4
F. other (give value)

8. (1pt) Thelinear complexity of the sequence 110110 isequal to

EMMUO®»
OO, WNEO



Short problems

. (3 pts) Compute T3[2], i.e, the contents of the look-up table T3, used in the
optimized implementation of the Rijndael encryption, at position 2. Show all
intermediate steps of your computations. Write a formula for the column
number j=3, in the output of the 5" round of AES, with the key size equal to 128
bits, using look-up tables To, T1, T, and Ts.

. (3 pts) Find the shortest Linear Feedback Shift Register and itsinitialization that
producethekeystream “11010111".

. (3 pts) Create atable of logarithms and antilogarithms with the logarithm base
x+1 that can be used to speed up computationsin the Galoisfield

GF(2%) = {Z,[x]/x*+x+1, polynomial addition modulo x*+x+1, polynomial
multiplication modulo x*+x+1}.

Show how to use these tables to compute values of the following expressionsin
GF(2%. Verify your solutionsto the pointsa. and b. by performing the same
computations using another method known to you.

a, I7I . l6l
b. ‘ 31 -1
C_ ‘ 51 . ‘41 -1

. (3 points) Using Elliptic Curve El-Gamal Cryptosystem with

system parameters:
E:y*=x*+x+6 over GF(11), #E(GF(11))=13, and
P=(2, 7)

privatekey of thesender: Xxs=5
publickey of thesender: Ys=(3,6)
private key of thereceiver: xg=9
public key of thereceiver: Yg=(10,9)

encrypt message M=5.

Chooserandom value of k in such away to reduce the amount of necessary
computations, but at the sametime makek different than 1 and 13.

. (3 pts) Encrypt the word “PM” (ASCIl codes 50 4D in the hexadecimal
notation) using the shrinking generator with the component LFSRs R; = <3,
1+D+D*>, R, = <5, 1+D*D"*>, and theinitial states of R; and R, equal to [1,1,0],
[1,0,0,1,0], respectively.



