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Introduction:

NTRU is an emerging public key cryptosystem that uses polynomial algebra and
arithmetic modulo a small integer p and a large integer ¢ [7]. In the scope of this project
we will compare the capabilities and performance of a pure Java JCE implementation, a
JNI based C/C++ native implementation and a pure Visual C++ implementation..

Implementation Environment:

Java and C/C++ will be used for the implementation. The JCE Implementation will use
the Java 2 Standard Edition 5.0 JDK API. Visual Studiio .NET 2003 will be used for
developing the C/C++ native implementation. All code will be developed and executed
on a Pentium IV workstation running Windows XP/2000.

Additional Software Needed:

All Java/C/C++ source code will be developed from scratch based on published literature
on NTRU. M.ILR.A.C.L library may be used to test correctness of developed
mathematical operations.

Input/Output Specification:

The NTRU cryptosystem uses three integers (N, p, g) as operational parameters that
determine the security of the system. A message m is a polynomial of degree N-1 whose
coefficients are reduced modulo p. The polynomials are represented by their coefficients.
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Functionality:

The NTRU functionality that will be implemented will include Key Generation,
Encryption, Decryption as in NTRUEncrypt and Authentication as in NTRUSign.

Key Generation in NTRU involves the generation of a private/public key pair which is in
the form of polynomials of degree N-1. The degree of the polynomials used determines
the strength of the Cryptosystem. The higher the degree the higher the security.

The messages are encrypted by the sender using the public key of the receiver and
decrypted by the receiver using their private key.

Test Plan:

The functionality testing will cover Key Generation, Encryption, Decryption and Authent
functionality. The performance testing will compare the performance of the different
implementations using foue typical operational Input Parameters that cover Moderate,
Standard, High and Highest Security levels.

The input test vector for functionality testing will be (N: 11, g: 32, p: 3)

The input test vectors for performance testing the different security scenarios will be as
follows:

Security Level N q P
Moderate Security 167 128 3
Standard Security 251 128 3
High Security 347 128 3
Highest Security 503 256 3

The Input Message will be in the form of a polynomial of degree N-1 with the
coefficients reduced modulo p above.

Plan of Experiments:

Develop and Test pure Java Implementation of NTRUEncrypt and NTRUSign
Develop and Test Visual C++ Implementation of NTRUEncrypt and NTRUSign
Develop and Test JNI C/C++ Implementation of NTRUEncrypt and NTRUSign

Time Schedule:

September 12 Select initial choice of project topics
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September 19
September 25
October 01

October 17

October 24

October 31

November 07
November 14
November 21
November 28
December 05
December 05
December 12
December 19

Select final choice of project topic

Submit first version of project specification

Submit final project specification

First progress report

Develop Java Implementation of NTRUEncrypt using JCE
Develop Visual C++ Implementation of NTRUEncrypt
Develop JNI C/C++ Implementation of NTRUEncrypt
Second progress report

Develop Java Implementation of NTRUSign using JCE
Develop Visual C++ Implementation of NTRUSign
Develop JNI C/C++ Implementation of NTRUSign

Final progress report with draft of final viewgraph presentation
Submit final project report

Final oral presentation

List of Possible Specification Changes:

The JNI C/C++ Implementation of NTRUSign is conditional on the timely completion of
the Java and C++ implmentations of NTRUSign.
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Anything Else:
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