Project Specification

Analysis of VPN Protocols

Version 2.0
Touhid Satiar
Tamer Mabrouk

1. VPN protocols to be evaluated:

a.
. PPTP

b
C.
d.
e

IPSec

L2TP
L2F
MPLS

2. Description of Problem:

The objective of this project is to describe a framework for Virtual Private
Networks (VPN’s), compare and contrast various VPN protocols, their
respective requirements, and the process specific attributes that
encompasses each.

3. Tentative topics of comparison

We hope to discuss the following comparison topics in the course of this

project:
a. Security Issues

I. Authentication

ii. Encryption

iii. Digital Signature

Iiv. Key management

v. Vulnerability
Deployment considerations

i. Cost

ii. Availability of protocol

iii. Vendors
Flexibility

i. Scalability

ii. Compatibility
Performance

I. Speed vs. Security

ii. Security overhead
IP Service Capability

i. Dynamic tunnel IP address assignment

ii. 1P multicast support

iii. NAT capability
Multi-protocol Support



4. Procedure of Verification:

The research in this project will be verified by:
RFC’s

White papers

Industry recognized vendor technical documents
Technical books

aoow

5a. Format of Final report:

IEEE Transaction and Journal Format.

5b) Tentative Table of Contents for Final report:

1. Introduction
2. Emergence of VPN

a. Background of networking
b. Inception of Virtual Private Network
c. VPN Application

3. VPN Tunneling protocols
I) Concept of Tunnels in Virtual Private Network

II) Different types of Tunneling Protocols:

Customer Premise Equipment (CPE) based VPN
a. IPSec
b. Layer 2 Tunneling Protocol (L2TP)
c. Point to point Tunneling Protocol (PPTP)
d. Layer 2 forwarding Protocol ( L2F)

Provider Provisioned VPN
a. Multi protocol label switching VPN
b. MPLS/BGP VPN

4. Comparison of Protocols:

I. Security Issues
1. Authentication
2. Encryption
3. Digital Signature
4. Key management
5. Vulnerability

ii. Deployment considerations
1. Cost



2. Availability of protocol
3. Vendors

iii. Flexibility
1. Scalability
2. Compatibility

iv. Performance
1. Speed vs. Security
2. Security overhead

v. |IP Service Capability
1. Dynamic tunnel IP address assignment
2. IP multicast support
3. NAT capability

vi. Multi-protocol Support

5. Future of VPN
6. Conclusion

7. References

6. Project Development timeline:

Date Day Project Goal
10/04/03 Saturday Final Project Specification submit date
10/15/03 Wednesday | 1st Progress Report:

Introduction and finalized table of contents.

10/29/03 Wednesday | 2nd Progress Report:
Concepts of VPN and VPN tunneling

11/12/03 Wednesday @ 3rd Progress Report
Comparison of Protocols and Future of VPN

12/03/03 Wednesday @ Final Progress Report
Draft version of the final Viewgraph presentation

12/06/03 Saturday Project reports submit date.
12/12/03 Friday Final Oran Presentation and Final Report submit
date.

7. Possible areas where the Specification can be altered

1. Structural analysis of chosen VPN protocols



2. Emphasis on comparison criteria. Possible add or deletion of them.
3. New important and relevant topics might be added.
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