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Factoring alarge integer into prime factors is one of the challenging tasksin cryptanalysis both in
terms of computational complexity and the practical implementation. The widely used public key
cryptosystem RSA mainly depends on this characteristic and recently there have been much focus
on development and implementation of various factorization algorithms. Of these currently
available algorithms, Number Field Sieve algorithm is known to be the most efficient with alarge
integer number (110 digits or more) and the project will research on two of the implementations
proposed by Bernstein and the team of Shamir and Tromer. Our goal isto analyze each proposed
implementation for its feasibility, and to develop high level hardware design to compare the
difference of the two in terms of performance and cost.

1. Algorithms and implementations to be compared:
e Bernstein's Factorization Circuit
e Shamir and Tromer’s Factorization Circuit

2. We are going to understand and analyze the two proposed circuits and build basic hardware
implementation blocks. Furthermore, we are going to compare
a Performance
Computational Complexity in number of operations
Complexity of subtasks
b. Cost
Computational Cells estimates for each subtask and for total circuit
Memory requirements for subtasks and for total circuit
c. Feasibility
Use of reconfigurable computer
Number of processors and FPGA estimates
d. Functionality
Scalability

3. Tentativelist of questions:
a. How can the two conceptual implementations be realized in hardware?
b. What isthe performance and cost of each implementation?
c. What are the subtasks of each algorithm and how can they be realized?
d. How feasible isthe implementation of both algorithms to factor areasonably large
integer number?

4. Procedure for verifying the results of our investigation:
Report will be verified based on information from the papers published by the origina
authors, other related journal and conference papers on the factorization and the books
inthefield.

5. Tentative table of contents:
a Introduction
b. Factorization Algorithms
- Bernstein



- Shamir and Tromer
c. High Level Design
- Block Diagrams of the circuit
- Design of basic components
- Low level gate structure
d. Comparison and analysis
- Performance
- Cost
- Feasibility and Functionality

e. Conclusion
f. References
6. Tentative Time Schedule:

Sept 28-Oct3 Define the task

Oct 4 Final specification submission

Oct 5-15 Learn number theory principles and understand the algorithms

Oct 15 First progress report

Oct 15-29 Continue the study of algorithms and analyze implementation issues
Oct 29 Second Progress Report

Oct 29-Nov12  Comparison of the two agorithms and devel op basic building blocks
Nov 12 Third progress report

Nov 12 — 22 Write draft report of findings and viewgraphs

Nov 22 —Dec2 Finish draft report and Viewgraphs

Dec3 Final progress report with Draft
Dec6 Project Report submission

Dec9 Review reports

Dec 12 Oral presentation and revised report

7. Possible areas of change:
e Analysiscriteria
e Final Report form
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