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B. MD5 and SHA-1 Hash Algorithms
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D. Universal Registry and Hash Chain Linking
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<NotaryRecord>
<DigestMethodSequence>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmld
sig-more#md5''/>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmld
sig#shal''/>
</DigestMethodSequence>
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<DigestValue>hQ/+mgfAt9HCQJDVQESTI+/mpXx0
Mj41F1tXv60GRx2dsMau</DigestValue>
<Sureld>01DA523-69F532D-9400030-
0000000</Sureld>
<Timestamp>2005-11-
10T22:09:11.559Z</Timestamp>
<Zone>3</Zone>
</NotarvRecord>
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<EvidentiaryPath>
<DigestMethodSequence>
<DigestMethod
Algorithm="http://www._.w3.0rg/2000/09/xmld
sig-more#md5" />
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmld
sig#shal” />
</DigestMethodSequence>
<Link>

<DigestValue>dCzRP9bxCL11C9gc816ey9nGbnpa
Gevs4wCWXacmTGNP2G/L</DigestValue>
<Position>left</Position>
</Link>
<Link>

<DigestValue>kjG2KRWgSaFYZ0QCjZ4CEpkbiBiz
vjVOjs+PCIHzQzM+L9Di</DigestValue>
<Position>right</Position>
</Link>
<Link>

<DigestValue>AbmY5GFo4YQnJ1+rdR4CNvTyvZz3
3LjhX16t774cwLmTgVec</DigestValue>
<Position>left</Position>
</Link>

" <Link>

<DigestValue>gfFVKEjPvUGVbOb7SRsF53ht6QhT
OEICdJvOcorr4zZ4vlLcqO</DigestValue>
<Position>right</Position>
</Link>
</EvidentiarvPath>
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<WitnessRecord>

<DigestValue>GKV8iulHUQLN/kOGDy+hd6ogbWWa
JBgAIlY/jg3CjDU+BlctM</DigestValue>
<WitnessMethod>
<Publication>
<Name>New York Times</Name>
<Date>2005-11-20</Date>
</Publication>
</WitnessMethod>
</WitnessRecord>
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B. Security and Time-Stamping
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C. Possible Attacks on Surety’s Service
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